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Abstract structure of the cover, and in this paper covers are restricted
to being digital images. It is not required that the cover and
In this paper we will overview the use of data hidingthe message have homogeneous structure. For example, it is
techniques in digital images. In particular we will describepossible to embed a recording of Shakespeare’s lines (an
how one can use Steganography to hide information in audio stream message) inside a digital portrait of the famous
digital image. Steganography is related to cryptography anglaywright (an image cover).
is the basis for many of the digital watermarking technigues The image with the secretly embedded message
currently being developed. The interest in data hiding haproduced by the encoder is tlséego-image The stego-
risen with the recent activity in digital copyright protectionimage should resemble the cover image under casual
schemes. One way to protect the ownership of a digitahspection and analysis. In addition, the encoder usually
image is to secretly embed data in the content of the imagamploys astego-keywhich ensures that only recipients who
identifying the owner. This paper will review recent know the corresponding decoding key will be able to extract
developments in data hiding, specifically as it pertains tdhe message from a stego-image.
copyright protection of digital images.

Introduction Cover ('mageh f(X,M,K) AP‘ Stego-Image
X z

Steganography is the practice of encoding secret
information in a manner such that the very existence of thf Message —
information is concealed. Throughout history, many M
steganographic  techniques have been documentet;, ————
including the use of cleverly-chosen words, invisible ink:r Stego-Key r--p
written between lines, modulation of line or word spacing,! K i
and microdots [1,2,3]. Usually the secret information is------------- i
concealed by the use of an innocuous cover as to not arouse
suspicion if hostile agents discover the cover. As an
example, the cover text: Recovering the message from a stego-image requires

the stego-image itself and a corresponding decoding key if a
I'm feeling really stuffy. Emily’s medicine wasn't  stego-key was used during the encoding process. The
strong enough without another febrifuge. original cover image may or may not be required; in most

) ) _ _applications it is desirable that the cover image not be
hides the sentence “Meet me at nine” if the reader retaingeeded to extract the message.

Figure 1. Steganographic Encoding

the second letter of each word in sequence. Steganography is not the same as Cryptography_ In
o cryptography, the structure of a message is changed to
Digital Steganography render it meaningless and unintelligible unless the

A typical digital steganographic encoder is shown ordecryption key is available. Cryptography makes no attempt
Figure 1. Themessages the data that the sender wishes toto disguise or hide the encoded message. Steganography
remain confidential and can be text, images, audio, video, @oes not alter the structure of the secret message, but hides
any other data that can be represented by a stream of biisinside a cover. It is possible to combine the techniques by
The cover or hostis the medium in which the message iSencrypting a message using Cryptography and then h|d|ng
embedded and serves to hide the presence of the message. encrypted message using steganography. The resulting
This is also referred to as the messagepper. The  stego-image can be transmitted without revealing that secret
message embedding technique is strongly dependent on tisgormation is being exchanged. Furthermore, even if an
attacker were to defeat the steganographic technique and
detect the message from the stego-image, he would still
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require the cryptographic decoding key to decipher thelistortion of the cover image. It is important that the
encrypted message. embedding occur without significant degradation or loss of
perceptual quality of the cover. In a secret communications
Applications application, if an attacker notices some distortion that
arouses suspicion of the presence of hidden data in a stego-
There are many applications for digital steganographymage, the steganographic encoding has failed even if the
of images, including copyright protection, feature taggingattacker is unable to extract the message. Preserving
and secret communications [1,4]. perceptual transparency in an embedded watermark for
copyright protection is also of paramount importance
Copyright Protection: A secret copyright notice or because the integrity of the original work must be
watermark can be embedded inside an image to identify ihaintained [6].
as intellectual property [5, 6]. This is the watermarking For applications where the perceptual transparency of
scenario where the message is the watermark [5, 6]. Theambedded data is not critical, allowing more distortion in
“watermark” can be a relatively complicated structure. Inthe stego-image can increase hiding capacity, robustness, or
addition, when an image is sold or distributed anboth.
identification of the recipient and time stamp can beRobustness Robustness refers to the ability of embedded
embedded to identify potential pirates. A watermark camata to remain intact if the stego-image undergoes
also serve to detect whether the image has bednansformations, such as linear and non-linear filtering,
subsequently modified [7]. Detection of an embeddedaddition of random noise, sharpening or blurring, scaling
watermark is performed by a statistical, correlation, omnd rotations, cropping or decimation, lossy compression,
similarity test, or by measuring other quantity characteristiand conversion from digital to analog form and then re-
to the watermark in a stego-image. The insertion andonversion back to digital form (such as in the case when a
analysis of watermarks to protect copyrighted material ifiard copy of a stego-image is printed and then a digital
responsible for the recent surge of interest in digitalmage is formed by subsequently scanning the hardcopy.)
steganography and data embedding. Robustness is critical in copyright protection watermarks
Feature Tagging Captions, annotations, time stamps, andbecause pirates will attempt to filter and destroy any
other descriptive elements can be embedded inside awatermarks embedded in images [5, 6]. Anti-watermarking
image, such as the names of individuals in a photo osoftware is already available on the Internet and have been
locations in a map. Copying the stego-image also copies ahown effective in removing some watermarks [8,9]. These
of the embedded features and only parties who possess tigehniques can also be used to destroy the message in a
decoding stego-key will be able to extract and view thestego-image.
features. In an image database, keywords can be embeddenper Resistance Beyond robustness to destruction,
to facilitate search engines. If the image is a frame of samper-resistance refers to the difficulty for an attacker to
video sequence, timing markers can be embedded in tladter or forge a message once it has been embedded in a
image for synchronization with audio. The number of timesstego-image, such as a pirate replacing a copyright mark
an image has been viewed can be embedded for “pay-pexith one claiming legal ownership. Applications that
view” applications. demand high robustness usually also demand a strong
Secret Communications In many situations, transmitting a degree of tamper resistance. In a copyright protection
cryptographic message draws unwanted attention. The usgplication, achieving good tamper resistance can be
of cryptographic technology may be restricted or forbidderifficult because a copyright is effective for many years and
by law. However, the use steganography does not advertisewatermark must remain resistant to tampering even when
covert communication and therefore avoids scrutiny of tha pirate attempts to modify it using computing technology
sender, message, and recipient. A trade secret, blueprint, @ecades in the future.
other sensitive information can be transmitted withouOther Characteristics: Computational complexity of

alerting potential attackers or eavesdroppers. encoding and decoding is another consideration and
o o _ individual applications may have additional requirements.
Characterizing Data Hiding Techniques For example, for a copyright protection application, a

watermark should be resistant to collusion attacks where
Steganographic techniqgues embed a message insidemany pirates work together to identify and destroy the
cover, various features characterize the strengths andark.
weaknesses of the methods. The relative importance of each
feature depends on the application [4]. Data Embedding

Hiding Capacity: Hiding capacity is the size of information Current methods for the embedding of messages into
that can be hidden relative to the size of the cover. A largemage covers fall into three categories: Least-Significant Bit
hiding capacity allows the use of a smaller cover for @mbedding (or simple embedding), transform techniques,
message of fixed size, and thus decreases the bandwidthd methods that employ perceptual masking.

required to transmit the stego-image.

Perceptual Transparency The act of hiding the message

in the cover necessitates some noise modulation or
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Least-Significant Bit Encoding

A digital image consists of a matrix of color and
intensity values. In a typical gray scale image, 8 bits/pixel
are used. In a typical full-color image, there are 24
bits/pixel, 8 bits assigned to each color components.

The simplest steganographic techniques embed the bits
of the message directly into the least-significant bit plane of
the cover image in a deterministic sequence. Modulating the
least-significant bit does not result in a human-perceptible
difference because the amplitude of the change is small.
Other techniques “process” the message with a pseudo-
random noise sequence before or during insertion into the
cover image.

The advantage of LSB embedding is its simplicity and
many techniques use these methods [10]. LSB embedding
also allows high perceptual transparency. However, there
are many weaknesses when robustness, tamper resistance,
and other security issues are considered. LSB encoding is
extremely sensitive to any kind of filtering or manipulation
of the stego-image. Scaling, rotation, cropping, addition of
noise, or lossy compression to the stego-image is very likely
to destroy the message. Furthermore an attacker can easily
remove the message by removing (zeroing) the entire LSB
plane with very little change in the perceptual quality of the
modified stego-image.

Figure 2: Cover Image

Steganos

“Steganos” is a LSB embedding system developed in Figure 3: Steganos Stego-Image
Germany that can embed data inside a variety of image,
audio, and text covers [11]. The latest version of the
software (version 1.5) was used below to illustrate LSB
embedding.

The cover image Lena is shown on Figure 2, which is a
256x256 pixel 8-bit grayscale image. The message is a text
file containing a single line: “Digital Image Steganography:
Data Sneaking Between the Pixels.” Using Steganos, the
stego-image shown on Figure 3 is produced. (The
encryption facility of Steganos was disabled.) The
difference image is shown on Figure 4, where “white”
pixels indicate the spatial locations where the images differ.

Steganos was able to recover the message when the
stego-image was made available for decoding. However to
evaluate the fragile nature of the embedding, Gaussian Figure 4: Difference Image
additive noise (with zero-mean and unit variance) was
added to each pixel intensity value in the stego-image to
produce the altered stego-image shown on Figure 5.
Steganos was not able to extract the message. The software
erroneously believed that the modified stego-image
contained some encrypted data and asked for a decryption
key.

Figure 5: Modified Stego-Image
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Transform Embedding Techniques These systems can embed in either the spatial or a transform

Another class of techniques is embedding the messagmmain.
by modulating coefficients in a transform domain, such as
the Discrete-Cosine Transform (DCT) (used in JPEG Steganalysis
compression), Discrete Fourier Transform, or Wavelet
Transform. Transform techniques can offer superior Steganalysis is the practice of attacking steganographic
robustness against lossy compression because they amethods by detection, destruction, extraction, or
designed to resist or exploit the methods of popular lossshodification of embedded data. Understanding the means
compression algorithms. An example of a transform-baseby which attackers can defeat steganographic systems is
steganographic system is the “Jpeg-Jsteg” software [1Ohecessary for the design and development of superior, more
which embeds the message by modulating DCT coefficient®bust systems. The meaning of a successful attack is
of the stego-image based upon bits of the message and ttiependent on the application; for a secret communication
round-off error during quantization. Transform-basedapplication the mere detection and proof that some kind of
steganography also typically offer increased robustness tiata is hidden within the stego-image is a successful attack.
scaling and rotations or cropping, depending on théor a steganalyst pirate attempting to defeat a copyright
invariant properties of a particular transform. mark, a successful attack requires that he not only detects

Spread-spectrum techniques and redundant encoding thfe mark but also destroys or modifies the mark without
the message can be employed in situations where robustnesgnificant degradation of the perceptual quality of the
is critical [5, 6, 12]. The watermark or message can bstego-image.
thought of as a narrowband signal encoded in a larger There are parallels between the techniques of
frequency band (the cover). By spreading the energy of theryptanalysis and steganalysis [10]. In both fields, it is
embedded message across many frequency bands (suchaasumed that the attacker understands the method used to
by frequency hopping) the energy at any particulaencrypt or hide the data. That is, the entire secrecy of a
frequency band is reduced. Therefore the message becongesticular method must lie with the selection of the
more difficult to detect or modify without damaging the encryption or stego-key and not in the intricate workings or
cover. Error correcting coding can be applied to theproprietary nature of the method. (This is known as
message during embedding to allow recovery even wheKerkhoff's Principle in cryptography.) Steganalysis
some areas of the stego-image may be damaged or alteredechniques can be divided into five categorigsgo-only

known coverknown messagechosen stegoand chosen-
Perceptual Masking Systems messageIn a stego-only attack, only the stego-image is

Recently, a great deal of research has been reported available for steganalysis. This is similar to the ciphertext-
expanding the hiding capacity and robustness obnly attack in cryptanalysis and is the weakest form of
steganographic techniques by exploiting the properties aittack. In a known cover attack, both the original cover and
the human visual system [5, 6, 13]. The development cd corresponding stego-image is available. The known
accurate human vision models facilitates the design anhessage attack is when the steganalyst knows the secret
development of perceptual masking hiding systems [6].  message embedded in a stego-image. A chosen-stego attack

Steganographic techniques designed to be robust (gimilar to a chosen ciphertext attack in cryptanalysis) is
lossy image compression must insert the message into thden access to the message extraction tool is available so
cover in a manner that is perceptually significantthe attacker does not have to deduce the decoding
Techniques that attempt to embed information only in algorithm. The most powerful attack is the chosen message
perceptually insignificant manner, such as LSB embeddingttack, where the steganalyst has access to the
techniques, are vulnerable to having the embedded daséeganography encoding tool itself and can embed and
distorted or quantized by lossy image compression. analyze messages of his own choosing.

The masking properties of the human visual system Detecting the presence of a watermark or embedded
allow perceptually significant embedding to be unnoticeddata in covers can be performed by examination of the
by an observer under normal viewing conditions [6].stego-image for excessive noise or distortions. In some
“Masking” refers to the phenomenon where a signal can beases, the distortions can be visible under human
imperceptible to an observer in the presence of anoth&bservation with an experienced observer. The known cover
signal (referred to as the masker.) The masking propertiedtack simplifies distortion analysis because the stego-image
are the reason why it is difficult for one to find a randomlycan then be compared with the cover to determine the exact
placed needle in a haystack; the needle can be in plain viadistribution of alteration or modulation. The chosen-
to an observer (not obscured by any object) yet the observeressage attack also allows the steganalyst to generate many
will have great difficulty locating the needle. cover — stego-image pairs and then use analysis to

Masking (sometimes referred to as image-adaptive [6])letermine if there are any “signatures” or recognizable
systems perform analysis of the image and use thieatures of a particular steganographic method.
information to determine appropriate regions to place the Destroying the presence of embedded data without
message data. Masking systems can also use the analysisléstroying the perceptual quality of the stego-image can be
vary the strength (amplitude) of the embedded data based trivial or a very difficult task depending on the
upon local image characteristics to maximize robustnessteganographic method employed to embed the data.

(Destroying the embedded data and the stego-image at the
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